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(54) DISTRIBUTION SYSTEM 



(57)Abstract: 

PROBLEM TO BE SOLVED: To provide the distribution system of software with 
use constraint for easily preparing and distributing data and software with use 
constraint to a user, and for allowing the user to easily use the data and 
software. 

SOLUTION: A distribution server 1 enciphers data and software with use 
constraint and a use condition by an encipherment processing part 1 1 by using a 
cryptographic key corresponding to a terminal client 2 at the destination of 
distribution, and packages them by a package part 15, and transmits them 
through a communicating part 10. The terminal client 2 decodes the use 
condition by using a cryptographic key by an encipherment processing part 21, 
and when the use condition is available, decodes and installs the data and 
software. Also, when starting another program, the decoded data and software 
are uninstalled, and the updated use condition or data and software are 
enciphered and stored. 
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CLAIMS 
[Claim(s)] 

[Claim 1] The distribution server which package-izes [ code-] delivery information 
which consists of either [ at least ] data with utilization constraint, or software, 
and distributes it, It is the distribution system which consists of a terminal client 
using said distributed data with utilization constraint or software. Said distribution 
sen/er The 1st management tool which manages and sets up the utilization 
conditions of delivery information which consist of either [ at least ] said data with 
utilization constraint, or software, An encryption means to encipher said delivery 
information and said utilization conditions using the cryptographic key 
corresponding to said terminal client of a distribution place, The activation code 
of the program corresponding to said terminal client of said distribution place, 
and the 2nd management tool which manages and sets up said enciphered 
install information on delivery information, It has a package means to 
package-ize said enciphered delivery information, said utilization conditions, and 



said install information to the program of one execute form. Said terminal client A 
storage means by which memorize at least the package distributed from said 
server, and the updating storage of said utilization conditions in this package is 
enciphered and carried out after that, Said utilization conditions enciphered from 
the information read from said storage means are extracted. A judgment means 
to decode using the cryptographic key assigned beforehand and to judge 
authorization and the disapproval of utilization according to the decoded 
utilization condition, When said package memorized by said storage means is a 
package with which utilization was permitted by said judgment means The 
distribution system characterized by having a decode means to decode said 
enciphered delivery information in the package, and the means which changes 
processing control to access and the program to be used after performing install 
processing of said software from said decode means. 

[Claim 2] Said terminal client is a distribution system according to claim 1 
characterized by having a means to uninstall said delivery information decoded 
by said decode means when utilization of said delivery information is judged by 
said judgment means to be disapproval, or when the program of other arbitration 
is started. 

[Claim 3] Said 1st management tool of said distribution server sets up the count 
of available as said utilization conditions. Said judgment means of said terminal 



client While recording the count of a utilization track record at every utilization of 
said data or software The distribution system according to claim 1 characterized 
by judging the propriety of utilization of said delivery information by computing 
the count of residual available from the count of a utilization track record, and 
said count of available decoded from said package. 

[Claim 4] Said 1st management tool of said distribution server sets up the count 
of available as said utilization conditions. Said judgment means of said terminal 
client While supervising program execution, counting the count of generating of 
a specific program event as said data or a count of utilization of software and 
recording it during utilization of the distributed said data or software By 
computing the count of residual available to the utilization time of said distributed 
data or software from said count of utilization, and said count of available 
decoded from said package The distribution system according to claim 1 
characterized by judging the propriety of utilization of said distributed data or 
software. 

[Claim 5] It is the distribution system according to claim 1 which said 1st 
management tool of said distribution server sets up an available period as said 
utilization conditions, and is characterized by judging the propriety of utilization 
of said delivery information because said judgment means of said terminal client 
compares current time with said available period decoded from said package at 



every utilization of said delivery information. 

[Claim 6] It is the distribution system according to claim 1 which said 1st 
management tool of said distribution server sets up available time as said 
utilization conditions, and said judgment means of said terminal client adds the 
utilization track record time amount of the delivery information during utilization 
of said delivery information, computes residual available time from the utilization 
track record time amount and said available time decoded from said package, 
and is characterized by to judge the propriety of utilization of said delivery 
information according to this computed residual available time. 
[Claim 7] Said 1st management tool of said distribution server sets up available 
time as said utilization conditions. Said terminal client A timer setting-out means 
for residual available time to be set up as a timer value, and to set up the alarm 
timer for stopping utilization of said delivery information under utilization if the 
timer value passes, It has a means to update and encipher and to record said 
residual available time while canceling said alarm timer set up by said timer 
setting-out means at the time of utilization termination of said delivery 
information. The distribution system according to claim 1 characterized by 
decoding said residual available time currently enciphered and recorded, and 
making it set up as a timer value with said timer setting-out means whenever it 
decodes said delivery information with said decode means. 



[Claim 8] It is the distribution system according to claim 1 which said 1st 
management tool of said distribution server sets up prohibition of utilization of 
the delivery information copied as said utilization conditions, and is 
characterized by for said judgment means of said terminal client responding for 
whether being the information to which said delivery information was copied, and 
judging the propriety of utilization of said delivery Information. 
[Claim 9] At the times other than the utilization time of said delivery information, 
said terminal client this delivery information It enciphers with said utilization 
conditions and has the updating means which carries out updating storage as 
said package for said storage means. Said judgment means The distribution 
system according to claim 8 characterized by judging whether it is the 
information to which said delivery information was copied by comparing the 
modification time of said delivery information by which was enciphered by said 
updating means and updating storage was carried out with the modification time 
which a file system manages. 

[Claim 10] It is the distribution system according to claim 1 which said 1st 
management tool of said distribution server sets up the utilization C only in a 
specific terminal client as said utilization conditions, and is characterized by said 
encryption means enciphering delivery information using the cryptographic key 
which enables decode of delivery information only by the specific terminal client. 



[Claim 11] Only the user of the specif icsation [ said 1st management tool of said 
distribution server ] as said utilization conditions is the distribution system 
according to claim 1 which it sets up that utilization is possible, and said 
encryption means enciphers data using the cryptographic key which makes 
decode possible for data only with the specific user's password, and Is 
characterized by equipping said terminal client with a means to acquire said 
specific user's password. 

[Claim 12] A monitor means by which said temriinal client supervises starting of 
the program of arbitration, A detection means to detect whether said delivery 
infomiation is using when said monitor means detects starting of other programs 
of said arbitration. When it is detected that said delivery information is using with 
said detection means The distribution system according to claim 1 characterized 
by having a means to encipher the delivery information which decodes under 
utilization, and the updated utilization conditions, and to memorize as said 
package for said storage means, and a means to uninstall the delivery 
information which decodes under said utilization. 

[Claim 13] It is [ claim 1 characterized by having equipped said distribution 
server with the 1st means of communications which communicates with said 
terminal client further, and equipping said temilnal client with the 2nd means of 
communications which communicates with said distribution server further 



thru/or J a distribution system given in any 1 term among 12. 
[Claim 14] Said terminal client is a distribution system according to claim 13 
which acquires said execution information from said distribution server at the 
time of a transmitting means to transmit execution information to said distribution 
server at the time of utilization initiation of said delivery information, and 
utilization termination of said delivery information, and carries out the description 
of having had a means to eliminate the delivery information in the condition of 
having decoded, from a storage region. 

[Claim 15] It is the distribution system according to claim 13 or 14 which said 1st 
management tool of said distribution server sets up that utilization is possible 
only from a specific network as said utilization conditions, and said encryption 
means enciphers this delivery information using the cryptographic key which 
enables decode of said delivery information only at the network address of said 
specific terminal client, and is characterized by equipping said terminal client 
with a means to acquire said network address. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 



[0001] 

[Field of the Invention] This invention relates to a distribution system, especially 
relates to the distribution systenn which distributes the data and software which 
set up utilization conditions and are distributed to a user. 
[0002] 

[Description of the Prior Art] Generally the count of utilization, the utilization time, 
utilization length, and the prohibition on a copy being set up according to the 
sample offer object or the purchase amount of money, and distributing data and 
software is performed, and an example of the distribution system is proposed in 
JP,7-325713,A (the name of invention: . the software activation approach with 
constraint of the utilization time). 

[0003] As shown in drawing 10 , this conventional distribution system consists of 
the offer software 901, the key information preservation section 902, an 
executive supervisor 903, and install/copying program 904, enciphers the 
individual identification information of the hardware in which the available time of 
the offer software 901, the time of a due date, and the offer software 901 are 
installed first, and the physical location information on a storage region that the 
offer software 901 is memorized, and carries out storage maintenance at the key 
information preservation section 902. 

[0004] With reference to the information currently enciphered and held at the key 



information preservation section 902, an executive supervisor 903 cliecks the 
justification of activation of software, and supervises available time during 
activation of the offer software 901, and when time amount is exceeded, it 
terminates activation of the offer software 901. Install / copying program 904 is 
used, in case the offer software 901 is installed in a computer or it is copied to an 
alien machine. 

[0005] Conventionally [ this ], in a system, since the enciphered key information 
cannot be decoded correctly and offer software 901 cannot be perfonned even if 
it installs and copies the offer software 901, without using install / copying 
program 904, unrestricted utilization and an unrestricted copy of the offer 
software 901 can be restricted. 

[0006] Moreover, a distribution means to read so that read-out may be 
impossible to onerous information, an install program, and utilization information 
as other conventional distribution systems, and to restrict, and to distribute to a 
user system from a provider system, with a limit discharge means to carry out 
reading appearance to the onerous information, the above-mentioned install 
program, and above-mentioned utilization information which were distributed, 
and to cancel a limit while starting the install program of which reading 
appearance was carried out and the limit was canceled, only when a judgment 
means to judge the propriety of utilization of onerous information based on the 



utilization information of which reading appearance was carried out and the limit 
was canceled, and a judgment means judge affirmation An install means to read 
the onerous information of which the read-out limit was canceled, and to perform 
processing required for install of onerous information based on an install 
program, When install by the install means is completed The distribution system 
equipped with the limit means which reads to the onerous information in the 
condition that the read-out limit was canceled, restricts, and is written in a 
storage means is also known (JP,2000-200229,A: name of invention "an 
onerous information distribution system and the onerous information distribution 
approach".). 
[0007] 

[Problem(s) to be Solved by the Invention] However, I hear that the provider of 
software needs modification of a program to the offer software 901, and needs 
install / copying program 904 of dedication In the case of user distribution, and 
the 1st trouble of the conventional system given [ above-mentioned ] in 
JP,7-325713,Ahashim. 

[0008] The reason will be because it is necessary to add a program which stops 
the offer software 901, if there is no right utilization condition information. 
Moreover, if install / copying program 904 of dedication are not used, it Is 
because said utilization condition information is not installed correctly. 



[0009] It is not enciphered, but since the modification is easy, I hear that illegal 
utilization and an illegal copy of the offer software 901 are easy for the offer 
software 901 , and the 2nd trouble has it. 

[0010] moreover, after distributing various information with utilization constraint 
to a user system and being complete install in the user system of a distribution 
place, he restrict by carrying out reading appearance to onerous information, 
and he be trying to write in a storage means in the conventional system given 
[ above-mentioned ] in JP,2000-200229,A, but since it be restricting by an install 
program carrying out reading appearance, there be a problem that where of the 
analysis of an install program will be attain by other programs. Moreover, since 
utilization conditions are not manageable by the provider system side, 
modification of utilization conditions is not easy. 

[0011] It aims at offering the distribution system of the software with utilization 
constraint with which this invention was made in view of the above point, creates 
data and software with utilization constraint easily, and distributes them to a user, 
and a user can use the data and software easily. 

[0012] Moreover, other objects of this invention are to offer the distribution 
system of the software with utilization constraint which makes difficult data with 
utilization constraint, and illegal utilization and an illegal copy of software. 
[0013] 



[Means for Solving the Problem] The distribution server which package-izes 
[ code-] delivery information which consists of either [ at least ] data with 
utilization constraint, or software, and distributes it in order that this invention 
may attain the above-mentioned object. It is the distribution system which 
consists of a terminal client using the distributed data with utilization constraint or 
software. A distribution server The 1st management tool which manages and 
sets up the utilization conditions of delivery information which consist of either 
[ at least ] data with utilization constraint, or software, An encryption means to 
encipher delivery information and utilization conditions using the cryptographic 
key corresponding to the terminal client of a distribution place, The 2nd 
management tool which manages and sets up the install information on the 
delivery information enciphered as the activation code of the program 
corresponding to the terminal client of a distribution place, It has a package 
means to package-ize the enciphered delivery information, utilization conditions, 
and install information to the program of one execute form. A terminal client A 
storage means by which memorize at least the package distributed from the 
server, and the updating storage of the utilization conditions in a package is 
enciphered and carried out after that, The utilization conditions enciphered from 
the information read from the storage means are extracted. A judgment means 
to decode using the cryptographic key assigned beforehand and to judge 



authorization and the disapproval of utilization according to the decoded 
utilization condition, When the package memorized by the storage means is a 
package with which utilization was permitted by the judgment means It considers 
as the configuration equipped with a decode means to decode the delivery 
information as which it was enciphered in the package, and the means which 
changes processing cpntrol to access and the program to be used after 
performing install processing of the software from a decode means. 
[0014] In this invention, without recompiling delivery information, such as data 
with utilization constraint, and software with utilization constraint, it can encipher, 
after adding utilization conditions, and it can distribute to a terminal client, and 
delivery information can be decoded and used according to utilization conditions. 
[0015] Moreover, in order to attain the above-mentioned object, this invention is 
characterized by having a means to uninstall the delivery information decoded 
by the decode means, when utilization of delivery information is judged by the 
judgment means in the above-mentioned terminal client to be disapproval, or 
when the program of other arbitration is started. 

[0016] In this invention, when the program of other arbitration is started, the 
delivery information decoded by the decode means can be uninstalled. 
Moreover, by this, invention. It can save in the condition of having been 
enciphered, in a terminal client except the utilization time of delivery Information. 



[0017] Moreover, in order to attain the above-nnentioned object, it is 
characterized by having a means by which this invention eliminates the delivery 
information in the condition that the terminal client acquired execution 
information from the distribution server at the time of a transmitting means to 
transmit execution information to a distribution server at the time of utilization 
initiation of delivery information, and utilization termination of delivery 
information, and was decoded, from a storage region. Since execution 
information, such as utilization conditions, is transmitted to the distribution server 
at the time of utilization initiation of delivery information, the utilization conditions 
of a terminal client etc. are manageable by the distribution server side with this 
invention. 
[0018] 

[Embodiment of the Invention] Next, the gestalt of operation of this invention is 
explained with a drawing. Drawing 1 shows the block diagram of the gestalt of 
operation of the 1st of the distribution system which becomes this invention. As 
shown in this drawing, the gestalt of operation of the 1st of this invention consists 
of terminal clients 2 using the distribution server 1 which package-izes [ code-] 
offer data and software with utilization constraint, and distributes them, and the 
data and software which were distributed. 

[0019] The communications department 10 where the distribution server 1 



I 

communicates with the terminal client 2, and the cipher-processing section 1 1 
which enciphers offer data and software, With the cryptographic key 
Management Department 12 holding the cryptographic key used in case the 
cipher-processing section 1 1 carries out cipher processing With the starting 
Research and Data Processing Department 13 which manages the starting 
information for performing the data distributed to the terminal client 2 With the 
utilization condition Research and Data Processing Department 14 holding offer 
data and the utilization conditions of software The package section 15 which 
package-izes the offer data and software which were enciphered as 
aforementioned starting information and aforementioned utilization conditions, 
and the offer software attaching part 16 holding offer data and the former data of 
software are included. 

[0020] The communications department 20 where the terminal client 2 
communicates with the distribution server 1 , and the cipher-processing section 
21 which enciphers the data on a decryption and a storage region for the 
distributed data, With the cryptographic key Management Department 22 
holding the cryptographic key used in case the cipher-processing section 21 
carries out cipher processing The activation Monitoring Department 23 which 
supervises a program execution situation and performs interruption processing 
to a certain activation situation, the execution information Management 



Department 24 which manages the various information used at the activation 
IVIonitoring Department 23, and the software activation section 25 which carries 
out executive operation of the program are included. 

[0021] Next, with reference to the flow chart of drawing 2 , actuation of the 
distribution server 1 of the gestalt of operation of the 1st of drawing 1 is 
explained to a detail. First, starting of the distribution server 1 waits for the 
distribution demand from the terminal client 2 in the communications department 
10 (step 101). If there is a distribution demand, the cipher-processing section 11 
will acquire the offer data and software which were demanded from the offer 
software attaching part 16 (step 102), and will choose the encryption algorithm 
used for encryption of the offer data and software (step 1 03). 
[0022] Next, the cipher-processing section 1 1 identifies the terminal client 2 of 
distribution demand origin based on the discernment ID of terminal client 2 
proper contained in the distribution demand, from the cryptographic key 
Management Department 12, the cryptographic key corresponding to the 
terminal client 2 of the distribution place memorized beforehand is extracted 
(step 104), and offer data and software are enciphered using the cryptographic 
key and cryptographic algorithm which were extracted (step 105). 
[0023] Next, the package section 15 extracts the data with utilization constraint 
distributed to the terminal client 2, and the starting information on software 



(namely, offer data and software) from the starting Research and Data 
Processing Department 13 (step 106). The install code which installs the 
program activation code corresponding to the terminal client 2, offer data, and 
software in the storage region of the terminal client 2, and the program 
termination code set up so that control might move to offer software 
automatically are included in starting information. The above-mentioned 
program termination code will turn into a program termination code set up so that 
control might move to the access software corresponding to the format of the 
data automatically, if offer software is image data and text data. 
[0024] Next, the package section 15 extracts the offer data in the terminal client 
2, and the utilization condition information on software from the utilization 
condition Research and Data Processing Department 14 (step 107). Either of 
the parameters about the cryptographic algorithm used for encryption of the 
count of utilization, the utilization time, a utilization period, the propriety of copy 
utilization, a utilization location, a user, a utilization terminal, and offer software is 
contained in utilization condition information. Furthermore, the extracted 
utilization condition information is enciphered by the cipher-processing section 
11 (step 108). 

[0025] Next, the package section 15 package-izes the offer data enciphered at 
step 105 and software, starting information generated at step 106, and utilization 



condition information enciphered at step 108 (step 109). The package-ized data 
serve as a distribution activation package of the fornnat which can be performed 
by the terminal client 2 as it is. The utilization condition information and offer 
software which were enciphered are set up so that it may be treated as a 
program resource of a distribution activation package. 

[0026] Then, if it confirms whether the error occurred, for example in a series of 
processings of step 101 of the above [ the package section 15 ] thru/or step 109 
(step 110) and is errorless, the communications department 10 will distribute the 
distribution activation package from the package section 15 to the terminal client 
2 (step 111), and if there is an error, error information will be notified to the 
terminal client 2 (step 112). 

[0027] Next, with reference to the flow chart of drawing 3 and drawing 4 , the 
actuation when starting the distribution activation package in the terminal client 2 
of the gestalt of operation of the 1st of drawing 1 is explained to a detail. 
[0028] First, in the communications department 20, the terminal client 2 acquires 
the distribution activation package distributed from the distribution server 1 , and . 
saves it In the storage region. The software activation section 25 starts the 
distribution activation package saved in the above-mentioned storage region 
with directions of a user (step 201). The activation Monitoring Department 23 is 
supervising starting of the program of arbitration, and if the started program 



judges whether it is a distribution activation package and it is a distribution 
activation package, it will wedge for it itself and process processing of the flow 
chart shown in drawing 4 (step 202). 

[0029] In interruption processing, the activation Monitoring Department 23 
notifies and records the identification information of the distribution activation 
package of an interrupting agency on the execution information Management 
Department 24 first (step 211). Furthermore, the cipher-processing section 21 
extracts a cryptographic key from the cryptographic key Management 
Department 22 (step 212). If the cryptographic key Management Department 22 
is required, it will acquire a user's password, the proper identification information 
of a terminal, the network address information on a terminal, and geographical 
positional information, and will generate a cryptographic key. 
[0030] Then, it is confirmed whether using the extracted cryptographic key, the 
cipher-processing section 21 decodes utilization condition information first (step 
213), and has utilization authorization of offer data and software with reference 
to the decoded utilization condition further (step 214). The check referred to as 
whether to be data with which it was copied whether the count of a utilization 
track record has exceeded the count of available, whether utilization track record 
time amount has exceeded available time (is the count of residual utilization 
larger than zero or not?), and whether time has passed over utilization length (is 



the residual utilization time larger than zero or not?) will be performed if required. 
It is possible to judge it as the data manipulation time included in utilization 
conditions by whether the data manipulation time according [ whether it is copied 
data ] to the file system of the terminal client 2 is in agreement. 
[0031] In step 214, when it is judged that there is utilization authorization of offer 
data and software, the cipher-processing section 21 performs decode 
processing of offer data and software (step 215). On the other hand; in step 214, 
if the case where it is judged that there is no utilization authorization of offer data 
and software, and decode processing have an error, that will be notified and 
recorded on the execution information Management Department 24 (step 216). 
And control is returned to the distribution activation package of an interrupting 
agency. 

[0032] After interruption processing termination, although the execution 
information Management Department 24 is notified of the error, if it confirms how 
it is (step 203) and there is an error, a user will be notified of the content of the 
error (step 205). For example, it displays by the display which does not illustrate 
the message of that utilization length passed, data being altered for the copy etc. 
which the count of utilization became more than the count of a convention, and 
which the utilization time became beyond convention time amount. An error of 
the execution information Management Department 24 is cleared after a display. 



[0033] In step 203, when judged with the execution information IVIanagement 
Department 24 not being notified of the error, the offer data and software which 
were decoded are recorded on a suitable storage region, and install processing 
is performed (step 204). Next, if required, an alarm timer will be registered in 
order to set up a utilization time limit (step 206). At this time, with reference to 
utilization conditions, the timer value of the alarm timer registered extracts the 
remaining available time, and is set as that remaining available time. 
[0034] If it passes over the time amount of this timer value, it will set up so that 
alarm interruption starting of the distribution activation package may be carried 
out and activation may be suspended. Furthermore, processing of a distribution 
activation package is ended, access / utilization software or offer software of 
offer data is started, and processing control is moved (step 207). 
[0035] Next, with reference to each flow chart of drawing 5 and drawing 6 , the 
terminal client 2 of the gestalt of operation of the 1st of drawing 1 explains the 
actuation when starting the program of arbitration to a detaiil. 
[0036] The terminal client 2 starts the program of arbitration in the software 
activation section 25 (step 301). The activation Monitoring Department 23 is 
supervising starting of the program of arbitration, and if the started program 
judges whether it is the offer software of a distribution activation package and it 
is not offer software, it will wedge for it itself and process processing of the flow 



chart shown in drawing 6 (step 302). 

[0037] In interruption processing, the identification information of a distribution 
activation package is first extracted from the execution information Management 
Department 24 (step 311). The identification information of this distribution 
activation package returns control to the program of an interrupting agency, if it 
is recorded at said step 211 and identification information does not exist. The 
following processings are performed, in order to call it under utilization of offer 
data and software and to prevent other copies and alterations according offer 
data and software to a program, if identification information exists. 
[0038] Moreover, since it is going to use offer data and software when in 
agreement with the identification information of the program of an interrupting 
agency, control is returned to the program of an interrupting agency. It will be 
made to end if offer data and software are using. 

[0039] The execution information Management Department 24 updates the 
utilization condition information about utilization hysteresis which offer data and 
software used, such as a count and time amount, (step 312). Next, like step 212, 
from the cryptographic key Management Department 22, the cipher-processing 
section 21 extracts a cryptographic key (step 313), and enciphers utilization 
condition information using the extracted cryptographic key (step 314). 
Furthermore, the offer data and software which are decoded by the storage 



region of the terminal client 2 from a distribution activation package, and are 
installed in it are enciphered including running state information (step 315). As 
long as running state information does not exist or offer data and software do not 
need to save, processing of step 315 may be omitted. 

[0040] Next, the enciphered utilization condition information, the enciphered 
offer data, and software are stored in a distribution activation package (step 316). 
Furthermore, the offer data and software which are installed in the terminal client 
2 are uninstalled, and are deleted from the storage region of the terminal client 2 
(step 317). A memory area will also be cleared if required. 
[0041] In said step 206, if the alarm timer is set up, this will be canceled (step 
318). And control is returned to the program of an interrupting agency. After 
interruption processing termination usually processes (step 303). 
[0042] thus, when the program of arbitration is started Supervise whether the 
identification Information of a distribution activation package exists, and if It does 
not exist, since it is not starting of offer data and software but starting of other 
programs Since he is trying to delete the data with utilization constraint and 
software which were being used till then by interruption processing from the 
storage region of the terminal client 2, Data with utilization constraint and 
software can be copied by other programs, or can prevent being altered. 
However, It enciphers and data with utilization constraint and software are again 



stored in the package. 

[0043] Next, with reference to each flow chart of drawing 7 and drawing 8 , the 
terminal client 2 of the gestalt of operation of the 1st of drawing 1 explains 
actuation while using offer data and software to a detail. 

[0044] First, if alarm advice is given by the alarm timer set up in said step 206 
(step 401), by zero, the residual utilization time will end utilization of offer data 
and software (step 402), and will perform processing of step 312 thru/or step 318 
shown in the flow chart of drawing 6 (step 403). Thereby, a user cannot use offer 
data and software any more. 

[0045] Moreover, the activation Monitoring Department 23 is supervising the 
event processing specified during offer software, activation, and if the specified 
event processing occurs (step 501), it will perform interruption processing after 
step 502 of drawing 8 . The specified event processing is things, such as 
drawing of a window, and a user's mouse click. 

[0046] In interruption processing, it investigates whether it is in agreement with 
the event registered into the utilization condition information that the event is 
held at the execution information Management Department 24 (step 502). If not 
in agreement, it usually returns to processing (step 507). If in agreement, after 
updating the utilization condition information about utilization hysteresis (step 
503), with reference to utilization conditions, it will be confirmed whether offer 



data and software are still available (step 504). 

[0047] If still available, it will usually return to processing (step 507). If utilization 
is innproper, utilization of offer data and software will be ended (step 505), and 
uninstallation processing of step 312 thru/or step 318 shown in the flow chart of 
drawing 6 will be performed (step 506). 

[0048] Next, the effectiveness of the gestalt of this operation is explained. Since 
it consists of gestalten of this operation, without recompiling offer data and 
software so that addition and encryption may be given and utilization conditions 
may be distributed in the terminal client 2 in the format which can be performed, 
data and software with utilization constraint can be created easily, and a user 
can be supplied widely, and a user can use data and software with utilization 
constraint easily. 

[0049] Moreover, further, in the terminal client 2, except utilization time, since 
offer data and software are constituted so that It may be saved in the condition of 
having been enciphered, with the gestalt of this operation, they can make difficult 
illegal utilization and an illegal copy of software with utilization constraint. 
[0050] Next, the gestalt of operation of the 2nd of this invention is explained to a 
detail with reference to a drawing. Drawing 9 shows the block diagram of the 
gestalt of operation of the 2nd of the distribution system which becomes this 
invention. The same sign is given to the same component as drawing 1 among 



this drawing, and the explanation is omitted. As shown in drawing 9 , the gestalt 
of operation of the 2nd of this invention has the description in the point which has 
the composition of having excluded the execution information Management 
Department 24 where the terminal client 3 is contained in the terminal client 2 in 
the gestalt of operation of the 1st of drawing 1 . 

[0051] With the gestalt of this operation, through the communications 
department 20, the terminal client 3 transmits data to a distribution server side, 
and performs the Information management function equivalent to said execution 
information Management Department 24 In the utilization condition Research 
and Data Processing Department 14 of the distribution server 1. If required, in 
order to prevent unjust acquisition of the data at the time of a communication link, 
it is possible to use the cipher-processing section 1 1 of the distribution server 1 
and the cipher-processing section 21 of the terminal client 3, to encipher data 
and to communicate. Since the detail of an encryption communication link is 
known more generally than before, the explanation by this invention is omitted. 
[0052] Next, the effectiveness of the gestalt of this operation Is explained. Since 
it consists of gestalten of this operation so that utilization condition Information 
and a utilization situation may be managed by the distribution server 1 side, 
unjust updating and an unjust alteration of utilization conditions can be made 
more difficult. 



[0053] Moreover, offer data and the utilization conditions of software can be 
changed, without updating the software currently held at a user's terminal client 
3, even when utilization conditions are updated by that a user pays offer data 
and the utilization tariff of software etc. 

[0054] In addition, although this invention is not limited to the gestalt of the above 
operation, and it is constituted so that the distribution server 1 and the terminal 
client 2 may exchange data through communication networks, such as the 
Internet, with the gestalt of the 1st and the 2nd operation for example, of course, 
this invention is applicable also to the system which exchanges data through 
record media, such as a floppy (trademark) disk and CD-ROM. 
[0055] Moreover, even when exchanging data through a communication network, 
the distribution server 1 sets up that utilization is possible only from a specific 
network as utilization conditions, it considers as the configuration enciphered 
using the cryptographic key to which the cipher-processing section 11 enables 
decode of data with utilization constraint, and software only at the network 
address of a specific terminal client, and the terminal client 2 or 3 is good also as 
a configuration which acquires a network address. Furthermore, one distribution 
of not only distribution of both data with utilization constraint and software but 
data with utilization constraint and software with utilization constraint is sufficient. 
[0056] 



[Effect of the Invention] Since encipher after adding utilization conditions, and it 
distributes to a terminal client, delivery information is decoded according to 
utilization conditions and it made use according to this invention as explained 
above, without recompiling delivery information, such as data with utilization 
constraint, and software with utilization constraint, the distribution system by 
which data and software with utilization constraint are easily created, and a user 
is supplied widely, and a user can perform the software easily can build. 
[0057] Moreover, since according to this invention the delivery information- 
decoded by the decode means was uninstalled when the program of other 
arbitration was started, analysis, an alteration, etc. of the alteration of the data of 
delivery information or software which were decoded by other programs can be 
prevented. 

[0058] Moreover, according to this invention, in a terminal client, except the 
utilization time of delivery information, since delivery information was saved in 
the condition of having been enciphered, illegal utilization and an illegal copy of 
delivery information can be made difficult. 

[0059] Moreover, since the utilization conditions of a terminal client etc. were 
managed by the distribution server side by transmitting execution information, 
such as utilization conditions, to a distribution server at the time of utilization 
initiation of delivery information according to this invention, modification of 



utilization conditions can be performed easily. 



DESCRIPTION OF DRAWINGS 
[Brief Description of the Drawings] 

[Drawing 1] It is the block diagram showing the configuration of the 1st of the 
gestalt of operation of this invention. 

[Drawing 2] It is the flow chart which shows actuation of the distribution iserver of 
the gestalt of the 1st operation. 

[Drawing 3] It is the flow chart which shows the offer data of the terminal client of 
the gestalt of the 1st operation, and software utilization time processing 
actuation. 

[Drawing 4] It is the flow chart which shows interruption processing actuation of 
the offer data of the terminal client of the gestalt of the 1st operation, and 
software utilization time. 

[Drawing 5] It is the flow chart which shows software execution-time processing 
actuation of the arbitration of the terminal client of the gestalt of the 1 st operation. 
[Drawing 6] It Is the flow chart which shows the interruption processing actuation 



at the time of software activation of the arbitration of the terminal client of the 
gestalt of the 1st operation. 

[Drawing 7] It is the flow chart which shows the alarm processing actuation under 
offer software utilization of the terminal client of the gestalt of the 1st operation. 
[Drawing 8] It is the flow chart which shows the event interruption processing 
actuation under offer software utilization of the terminal client of the gestalt of the 
1st operation, 

[Drawing 9] It is the block diagram showing the configuration of the 2nd of the 
gestalt of operation of this invention. 

[Drawing 10] It is the block diagram of a conventional example. 
[Description of Notations] 

1 Distribution Server 

2 Three Terminal client 

10 20 Communications department 

11 21 Cipher-processing section 

12 22 Cryptographic key Management Department 

13 Starting Research and Data Processing Department 

14 Utilization Condition Research and Data Processing Department 

15 Package Section 

16 Offer Software Attaching Part 



23 Activation Monitoring Department 

24 Execution Information Management Department 

25 Software Activation Section 
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